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Answers: 8.1.4.4 Lab - Remote Desktop in Windows 8

Introduction

In this lab, you will remotely connect to another Windows 8 computer.

Recommended Equipment
The following equipment is required for this exercise:
e Two Windows 8 PCs connected to a LAN.
e The two computers must be part of the same Workgroup and on the same subnet.

Step 1. Change the Power Options on PC 2.

a. Logonto PC 2 as a member of the administrator group. Ask your instructor for the user name and
password.

Note: The user account must have a password to access PC 2 remotely.
b. To open the Power Options window, click Start > Control Panel > Power Options.

c. Inthe Preferred plans section of the Power Options window, click Change plan settings to the right of
the Balanced (recommended) plan.

@ - 4 @ r Control Panel » All Control Panel ltems » Power Options v & Search Control Panel p=
7]
Control Panel Home .
Choose or customize a power plan
Require a password on wakeup A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that
manages how your computer uses power, Tell me more about power plans
Choose what the power button
does @' Change settings that are currently unavailable
@ Create a power plan
Preferred plans
@ Choose when to turn off the
display # Balanced (recommended) Change plan settings
% Changewhen the computer Automatically balances performance with energy consumption on capable hardware.é j
sleeps
Power saver Change plan settings
Saves energy by reducing your computer's performance where possible,
Show additional plans @

See also
Personalization

User Accounts
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d. The Edit Plan Settings window opens. Click Change settings that are currently unavailable. Select
Never in the Turn off the display: and Put the computer to sleep: dropdown boxes. Click Save
changes.

@ * 4 @ <« All Control Panel lterns » Power Options » Edit Plan Settings v & Search Control Panel 2

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use,

W Putthe computer to sleep:

Change advanced power settings

Restere default settings for this plan

| Savechﬁges | Cancel

e. Click OK to close the warning message, if it appears.

f. Close all open windows.

Step 2. Enable Remote Desktop Connections on PC 2.

a. Click Control Panel > System > Remote settings.

il X
@ = 4 (B, Control Panel » All Control Panel ltems » Systermn v & Search Control Panel 2
(7 )
Contrel Panel Home

View basic information about your computer
'S' Device Manager
@ Remote settings

Windows edition

Windows 8.7 Enterprise

A .
@ System prof_tion Evaluation -- WI n d OWS 8
@, Advanced system settings © 2013 Microsoft Corporation. All ..'

rights reserved.

System
Processor: Intel(R) Xeon(R) CPU E3-26300 @ 2.30GHz 2.30 GHz
See also Installed memory (RAM):  2.00 GB
Action Center System type: 64-bit Operating System, x64-based processor
Windews Update Pen and Touch: Mo Pen or Touch Input is available for this Display
i . . v

b. Inthe Remote Desktop area of the System Properties window, select Allow connections only from
computers running Remote Desktop with Network Level Authentication (more secure).
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C.

In the System Properties window, click Select Users.

| Computer Name | Hardware | Advanced I System Protection | Remote

Femote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop

Choose an option, and then specify who can connect.
() Den't allow remote connections to this computer
(@) Mlow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Metwork Level Authentication (recommended)

Help me choose

| Cancel || Aeply

d. The Remote Desktop Users window opens.

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

ITEuser

ITEuser already has access.

To create new user accounts or add users to other groups, go to Cantrol

Panel and open User Accourts.

| oK | Cancel

Which user already has remote access?
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e. Because you will use this account to gain remote access, you do not need to add any users, click Cancel.

f. Click OK to apply changes and close the System Properties window.

| Computer Name | Hardware | Advanced | System Protection | Remote |

Remoate Assistance

Allow Remate Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desltop
Choose an aption, and then specify who can connect.
() Don't allow remote connections to this computer

(@) Allow remote connections to this computer

Allow connections only from computers running Remote
Desltop with Metwork Level Authertication frecommended)

Help me choose

| Cancel || Apply

Step 3: Check the firewall settings on PC 2.

a. Click Control Panel > Windows Firewall > Turn Windows Firewall on or off.

@ - T ﬂ » Control Panel » All Control Panel ltems » Windows Firewall v O Search Control Panel p

Control Panel Home

Allow an app or feature
through Windows Firewall

@' Change notification settings

@' Turn Windows Firewall an or
off

@' Restore defaults
f@ Advanced settings
Troubleshoot my network

Seealso
Action Center
MNetwork and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious seftware from gaining access to your PC through

the Internet or a network,

l @ Private networks

Connected (%)

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Notification state:

On

Block all connections to apps that are not on the list
of allowed apps

'? MNetwork

Motify me when Windows Firewall blocks a new app

l @ Guest or public networks

MNot connected ®|
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b. Verify that the Turn on Windows Firewall radio button is selected for both private and public networks. If
they are not, then select Turn on Windows Firewall, and then click OK.

i Customize Settings = =

+ ﬁ Windows Firewall Customize Settings Search Control Pane o

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
(@) Turn on Windows Firewall
["]Block all inceming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

@ () Turn off Windows Firewall (not recommended)

Public network settings
(@ Turn on Windows Firewall
["]Block all inceming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

@ () Turn off Windows Firewall (not recommended)

I}, OK Cancel

c. Close all open windows.

Step 4. Determine PC 2's IPv4 Address.

a. Click Start, type command prompt and then press Enter to open the Command Prompt window.
b. Inthe Command Prompt window, type ipconfig and then press Enter.

G Command Prompt = =

icrosoft Windows [Uersion 6.3.96881
{c?» 2813 Microsoft Corporation. All rights reserved.

sUsersnITEuserripconfig

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 5 of 12



Lab — Remote Desktop in Windows 8

c. You will need PC 2's IPv4 Address to complete Step 5. The address can be located in the output

generated from the ipconfig command. Under the Ethernet adapter Local Area Connection heading,
and to the right of the IPv4 Address row.

e Command Prompt = =

Jindows IP Configuration

FEthernet adapter Ethernet:

GConnection—specific DMNS Suffix H

Link-local IPvt Address : feB@::Sd46a:28eB:afbb:e?38:x3
IPv4 Address. . . . - . . . . . . = 192.168.55.608

Subnet Mask = 255.255.255.8 k

Default Gateway : 192.168.55.1

unnel adapter isatap.{ASBBEBCE-3155-461A-8D13-36BD733552BC>:

Media State : Media disconnected
Connection—specific DMNS Suffix

unnel adapter Teredo Tunneling Pzeudo—Interface:

Connection—specific DHS Suffix
IPv6 Address 2081 :0:5ef5:79fh:3896:2898:3f57:c8c3

Link-local IPv6 Address feBB::3896:2898:3f57:c8c3xb
Default Gateway HH

:SUsersSITEuser

What is PC 2's IPv4 Address?

Step 5: From PC 1, use the Remote Desktop Connection to remotely access PC 2.

a. Logonto PC 1 as an administrator or a member of the administrator group. Ask your instructor for the
user name and password.
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b. Click Start, type Remote, and then select Remote Desktop Connection from the list.

Search

Everywhere

te Desktop Connection

invitations to be sent from this c...

Select users who can use re
desktop

eApp and desktops

c. The Remote Desktop Connection window opens. Type PC 2’s IPv4 Address into the Computer field

and then click Connect.

L Remote Desktop Connection - ©

| Remote Desktop
"¢ Connection

Computer: 152.168.55.60 W
User name:  |TEuser

You will be asked for credertials when you connect.

¥ | Show Options Cnrﬁd

Help
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d. The Windows Security window opens. Enter the same user name and password that you used to login
to PC 2 in Step 1. Click OK.

Enter your credentials
These credentials will be used to connect to 192,168.55.94,

H ITEuser
[ ........l

Use another account

| Connect a smart card

[ ]Remember my credentials

Cancel

e. Click Yes to allow the connection.

b Remote Desktop Connection

The identity of the remote computer cannot be verified. Do
you want to connect anyway ?

The remote computer could not be authenticated due to problems with its
gecurity cerificate. | may be unsafe to proceed.

Cerificate name

@ Mame in the certificate from the remote computer:
Win7-ITE

Cerificate emars

The following emars were encountered while validating the remote
computer's certificate:

L The cerificate is not from a trusted certifying authority.

Do you want to connect despite these certficate emors?

[] Dant ask me again for connections to this computer

[ View cerificate. .. [ Yes M [ Mo ]
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f.  The desktop changes and a bar appears at the top of the screen with the IPv4 Address of PC 2.

192.168.35.60

What does this bar at the top of the desktop indicate?

Step 6: Verify that you are remotely connected to PC 2.

a. Navigate to the Start screen and then type command prompt to open a Command Prompt window.

b. Type ipconfig at the command prompt and press Enter to view the PC’s IP Address.

oo Command Prompt

WYindows IP Configuration

FEthernet adapter Ethernet:
Connection—specific DNS Suffix . =
Link-local IPv6 Address . . . . . = feBB::546a28eB:afbb:e?3B:x3
IPv4 Address. . . . . . . . . . . = 192.168.55.68
Subnet Mask = 255.255.255.8 k
Default Gateway : 192.168.55.1
Tunnel adapter isatap.{ABBBE8CE-3155-461A-8D13-36BD?733552BC>:

Media State : Media disconnected
Connection—specific DNE Suffix H

Tunnel adapter Teredo Tunneling Pseudo-Interface:
Connection—specific DNE Suffix

Link-local IPuvb Address . . . . . = feB@::3896:2898:3f57:cBc3x5
Default Gateway HE--

C:“Usere~ITEuzer>_

IPu6 Address. . . . - - - . - . . ¢ 2001:0:5ef5:79fh:3896:2898:3F57:c8c3

Y -

Compare the IP Address that is displayed to PC 2's IP Address that you wrote down at the end of Step 4.

Are the IP Addresses the same?

c. Click the Minimize button on the Remote Desktop Connection bar at the top of the screen.

o 192.163.55.060 |

What happens to the desktop?

Step 7: Try to establish a second Remote Desktop Connection to PC 2.

When you connect to a remote PC using RDC and login to that PC with a local username and password,
everything works as though you are logging into the PC locally. However, only one user can be logged into
Windows at a time. That is why logging into a remote Windows PC using RDC will actually log out another

RDC or local user.
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a. Working from PC 1, with the first RDC session to PC 2 still minimized, click Start, type remote, and then
right-click on Remote Desktop Connection and select Open in new window.

Search

Everywhere -~

remote

Remote Desktop Connection
Pin to Start

Pin to Taskbar

Openin rgw window

Run as administrator

Open file location

b. Establish a second RDC session to PC 2 by typing PC 2's IPv4 Address into the Computer field again,
and then clicking Connect.

L Remote Desktop Connection - ©

| Remote Desktop
¢ Connection

Computer: 152 168.55 60 W

User name: |TEuser

You will be asked for credertials when you connect.

* | Show Options Cnrﬁd Help

c. When the Windows Security window opens, enter the user name and password for PC 2 and click OK.
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d. Minimize the second session of RDC by clicking the Minimize button on the RDC bar at the top of the
screen.

192.168.55.60

e. Read the Remote Desktop Connection message that appears on PC 1's desktop, then click OK.

Another user connected to the remote computer, so your connection was lost. Try
connecting again, or contact your network administrator or technical support group.

LK. | Hep

Which RDC session was ended? Why?

f.  Maximize your RDC session to PC 2. Click on the RDC icon in the taskbar of PC 1.

& 192.168.55.60 - Remote Desktop...

g. You should see the RDC bar displaying PC 2's IPv4 Address at the top of the screen. Click on the X icon
to close the RDC session to PC 2.
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h. The Remote Desktop Connection window opens. Read the message, and then click OK.

o Your remote session will be disconnected

Programs on the remote computer will continue to run after
you have disconnected. You can reconnect to this remote
session later by logging on again.

[] Don't display this message again

i. Close all remaining open windows on PC 1.

Reflection

1. What happens to a local user signed into PC 2 when a remote user logs into PC 2 using RDC?

2. Why would an IT administrator use RDC?
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